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Abstract. The 95-percentile method is used widely for billing ISPs and web-
sites. In this work, we characterize important aspects of the 95-p#decerethod
using a large set of traffic traces. We first study how the 95-percegierdis on
the aggregation window size. We observe that the computed value ofi@nso

a noisy decreasing trend along a convex curve as the window sizespesradle
provide theoretical justification for this dependence using the self-simitaiein
for Internet traffic and discuss observed more complex depereeinovhich the
95-percentile increases with the window size. Secondly, we quantify aoia-v
tions on the window size affect the computed 95-percentile. In our ewpats,

we find that reasonable differences in the window size can accouratnfdm-
crease between 4.1% and 42.5% in the monthly bill of medium and low-wlum
sites. In contrast, for sites with average traffic rates above 10Mbpsittadtion

of the 95-percentile is bellow 2.9%. Next, we focus on the use of flow data in
hosting environments for billing individual sites. We describe ltlye-shifting
effectintroduced by flow aggregation and quantify how it can affect the com-
puted 95-percentile. We find that in our traces it can both decrease eredse
the computed 95-percentile with the largest change being a decrea88wf 9

1 Introduction

Transit ISPs and hosting providers monitor the traffic usafgeheir customers and
typically charge them using the 95-percentile method. Agaeof a month is split into
fixed size time intervals and each interval yields a sammédenotes the transferred
bytes during the interval. An automated tool polls the SNMBrters of the appropriate
router(s) or switch(es) and finds the transferred bytesnTtiee 95-percentile of the
distribution of samples is used for billing. Often the 95gmmtile is computed both on
the inbound and the outbound directions and the smalleevalignored.

In a billing cycle of 30 days, the 95-percentile method fédteut 36 hours of spikes,
which may include Denial of Service (DoS) attacks, flash cewand back-up traf-
fic. The method essentially realizes a compromise betweenobjectives. The first
objective is billing a customer based on its absolute traffiage, whereas the second
objective is billing based on the capacity of the provisibtiaks and the peak rates.
If we consider the traffic rate as a continuous signal, thenfitlst objective suggests
using the average of the signal for billing, whereas the s@abjective suggests using
the maximum. The 95-percentile is typically between theaye and the maximum
balancing, in this way, the two objectives.



Nevertheless, the 95-percentile is not the result of a stiphted optimization. Cer-
tain large ISPs started using it many years ago and, ovey tirnhecame more widely-
used and established. The properties and limitations ¢aledo operational constrains)
of the method have not been systematically studied and areailcunderstood. For ex-
ample, the window size used for computing the 95-percecsitevary between different
providers. Most commonly a 5-minute interval is used, havessed values range to as
low as 30 seconds [1]. The effect of such variations on the&®Bentile has not been
analyzed. In addition, the 95-percentile method is oftepliag on traffic flow data for
billing, e.g., individual websites. The relationship beem flow aggregation and the
95-percentile, as we discuss further in our paper, is aehgithg research problem.

In this work, we characterize important aspects of the 9&qugile billing method
using several traffic traces. We first analyze how the 95qmeile depends on the win-
dow size and find that it typically exhibits a noisy convex mesing trend, although
more complex inter-dependencies are also possible. Themalke the assumption that
network traffic is self-similar to provide a mathematicapknation of the observed
decreasing dependence. We quantify fluctuations on theeB&eptile due to different
window sizes and find that fluctuations are 1) significant, hetween 4.1% and 42.5%
for low volume sites with average rates bellow 10 Mbps, ande®jligible, i.e., bellow
2.9%, for high volume sites with average rates above 10 MKpst, we describe how
the byte-shifting effect of flow aggregation can affect tenputed 95-percentile. We
characterize the extent of byte-shifting and find that in waces up to 35.3% of the
total number of bytes can be shifted between neighboringlevirs causing a decrease
on the 95-percentile by 9.3%.

The remainder of this paper is structured as follows: in #d ection we describe
the traffic traces we used for our experiments. In Sectione3¢characterize the depen-
dence of the 95-percentile on the size of the aggregatiodawnThen, in Section 4 we
analyze the effect of flow aggregation on the 95-percentiliadp method and provide
supporting measurement results. Finally, we concludepidgi®r in Section 5.

2 Data traces and preprocessing

We used traffic traces collected wittpdump2] and NetFlow[3] on two distinct net-
works. The first network provided web hosting services to 46sites of varying sizes.
We collected unsampled NetFlow version 9 packets from thiddyaouter of the net-
work that transferred more than 6 TBytes a day with averageisg and receiving
rates of 550Mbps and 100Mbps, respectively. The NetFloeetspanned 27 days dur-
ing April 2008. In addition, we used tcpdump to collect padkeaders destined to or
originating from an individual medium-volume website. Tthpdump trace spanned 30
days starting on the 17th of July 2007 and the average rat®WaKbps.

The second network was a medium-size enterprise campu®tkethat receives
transit services from a commercial and an academic ISP. ficpkar, we collected
data from the IBM Zurich Research Laboratory campus thatshaygproximately 300
employees and at least as many networked computers. Foxperiments, we used
a tcpdump trace collected over a period of approximately @®icuous days, from



the 2nd of March until the 5th of May 2008. The trace includishe outgoing and
incoming packet headers and the overall average trafficrase’.536 Mbps.

We processed the tcpdump and NetFlow traces and createdbbtssfic volume
time series for our experiments. We first parsed the tcpduat@a collected from the
campus network and computed the total (both inbound andantt) number of bytes
observed in each consecutive second. In this way, we desigeduence of Byte counts,
which we split into two time series that spanned approxitgaiee month each.

In addition, we derived a time series for each individual sitshin the hosting
environment. We used the NetFlow trace and associated flathssites based on the
known IP addresses of the latter. Then, we distributed tteectfia flow uniformly over
its time-span and derived how much each flow contributed ¢b eae-second window.
By aggregating the contributions of the flows, we constaietbaseline time series that
indicates the total bytes sent and received from a site gw#th consecutive second.
In this way, we derived a time series for each individual viteh©ut of the 46 sites,
we ignored the time series that corresponded to the 12 levadsine sites that had on
average a rate smaller than 1 Kbps. These sites appeangallyittnused and, therefore,
we used the remaining 34 sites for our experiments. In additive derived one last
time series from the tcpdump trace for the individual websiing the procedure we
outlined above.

Overall, we used 37 time series with an one-second timeutsnl We call these
time series baselines. To measure the effect of the ag@gregaindow size, we aggre-
gated the baselines using windows of varying size and cosdpthie 95-percentile of
the aggregated series that we report in our experiments.

3 95-percentile versus window size

3.1 Measurements

Using the different traces, we first examine how the 95-peieedepends on the win-

dow size. In Figure 1(a), we illustrate the relationshipazsn the 95-percentile and
the window size for the traffic of the enterprise campus ndtwdhe computed 95-

percentile reflects what a transit provider would chargendtaiork. As the size of the

aggregation window decreases, we observe that the 95ntiecimcreases. The 95-
percentiles corresponding to a window size of 30 secondsases by 5% with respect
to the 95-percentile of a 300-second window.

Secondly, we examine how the 95-percentile depends on tidowisize in the case
of a web-hosting provider charging a high-volume websitézigure 1(b), we illustrate
the corresponding plot for the website in our traces thatthadhighest mean traffic
volume. We observe again that the 95-percentile exhibiteisyrdecreasing trend as
the window size increases. In this case the relative fluictngbf the 95-percentile are
smaller than in the campus network. The 95-percentile asas by only 0.7% between
a 300 and a 30-second window. In the set of 95-percentileegatliat correspond to



window sizes between 30 and 400 seconds, the maximum 98+iecincrease we
observed was 1.3%
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Fig. 1. 95-percentile versus aggregation window size.

We plotted and examined the dependence of the 95-percentillee window size
for each individual site. For 23 out of the 34 sites the depend on the window size
had two characteristics in common with Figures 1(a) and:1{pthe 95-percentile
gradually decreases following approximately a convex euand 2) the 95-percentile
curve is noisy often exhibiting significant fluctuationsweeén nearby points. Among
the remaining 11 sites that did not follow the identified tteh exhibited a very low
monthly traffic volume that on average remained bellow 50 K{he last 6 medium-
volume sites had irregularities in their traffic patterrnke llack of time-of-the-day or
day-of-the-week effects, occasionally very high bit-sat& long down-time periods. In
Figure 1(c), we illustrate the dependence for one of the siidentified irregularities.
In this case the 95-percentile increases with the windoe, sizhich phenomenon we
traced back to very high periodical traffic spikes. The spikere close to a maximum
two orders of magnitude larger than the mean traffic rate.

We further study how the fluctuations on the 95-percentiletegto the mean traf-
fic rates of the sites. We define theaximum fluctuationf the 95-percentile to be the
increase of the largest over the smallest value in a set pd&entile values. For each
baseline time series, we computed aggregate time serieg window sizes between
30 to 400 seconds. Then, for the aggregate time series weuteththe corresponding
95-percentiles and found their maximum fluctuation. Figlipdots the maximum fluc-
tuation of the sites versus their mean traffic rate. We olesthrat as the mean traffic
rate of a site increases, the fluctuation on the computede®eptile decreases. For
high-volume sites with mean traffic rate above 10 Mbps, th&imam fluctuation is
bellow 2.9%. On the other hand, for medium and low-volumessitith mean traffic
rate lower than 10 Mbps the maximum fluctuation is largerméarup to 915% in one
extreme case, but mainly varying between 4.1% and 42.59%. dligervation suggests
that changes in the window size can introduce notable vansin the computed 95-
percentile value only on sites and networks with small andioma traffic rates. On the

3 Note that in Figure 1(b) we also illustrate the behavior of the 95-percentilifalow sizes
between 2 and 30 seconds, however, we do not use this range of valfiled the maximum
95-percentile increase, as in practice such low window sizes are unlikely.



other hand, high-volume sites or large networks and ISPeatrsignificantly affected
by varying the window size.
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Fig. 2. Maximum fluctuation of 95-percentile versus mean traffic rate of sites.

3.2 Analysis

We can model the effect of the window size as an aggregatiocegs that takes the
mean of each consecutive samples of a traffic volume seriegto construct an aggre-
gate time seriea!™. Taking the mean tends to decrease the volume of large sample
and makes the 95-percentile smaller. In theory, howevereasing the window size
may also result in an increase on the 95-percentile. Weridltesthis with a simple ex-
ample. Assume that the baseline time sefiesorresponds to one-second time intervals
and that the maximum number of aggregated samplgsorresponds to one month.
In this extreme case, the aggregated time self8s) has a unique sample that is equal
to the overall mean aof,. The 95-percentile o&ﬁm“) is also equal to the overall mean
traffic volumead,. In addition, consider that the 95-percentile of the basali, can
be smaller thani,, which indicates that the aggregation process will tenchtogase
the 95-percentile. In practice, however, real-world tcadignals typically have a mean
that is smaller than their 95-percentile. The mean and 98epéile of the baseline time
series corresponding to the 1st-month trace of the campusreare 7.3 Mbps and
24.1 Mbps, respectively. As a result, increasing the winde tends to decrease the
95-percentile.

Internet traffic is known [4, 5] to exhibit scaling effectsetlX (s) and X ™) (s) de-

note the processes that generateand asm), respectively. If we assume that the two
processes exhibéxact self-similarityf4] with Hurst paramete#d, then their distribu-
tions are related:

X0 (s) 4 mT =1 X (s).



In addition, the(1 —)-quantilesX; _ (s) anXm(T,)y(s) of the distributions are related:

X{™ (s) = mf X1 (s). 1)

For Internet traffic, the Hurst parametfr takes values betweeh5 and 1. Fix-
ing X1_(s) in the last equation and settingto 0.05, we get that the 95-percentile
of the aggregated time series decreases polynomially aagbeegation windown
increases. This behavior is consistent with our obsematio Figure 1 and with the
remaining figures for the 23 other sites.

Besides, Figure 2 indicates that fluctuations on the 95¢p¢ite are larger for low
and medium-volume sites and smaller for high-volume sltggher volume sites are
associated with a higher degree of statistical multiplgxi&s a result, they exhibit a
lower traffic burstiness than low and medium-volume sites sppeculate that this lower
burstiness results in smaller fluctuations on the 95-péiteefiVe can use theelative
standard deviation (RSD)f a distribution, i.e., the standard deviation divided bg t
mean, to quantify the burstiness of a traffic signal. The RStmputed on the baseline
time series before aggregation. In Figure 3 we illustratertnk correlation between
and RSD and the maximum 95-percentile fluctuation of the itehs\We see that the
points are aligned mostly along the line on the 45-degrekeantpich indicates a strong
correlation between the RSD and the maximum 95-percentitéuihtion. The Spear-
man correlation coefficient, in particular, is 0.84. Thigthcorrelation suggests that a
high (low) degree of traffic burstiness results in more (igW&-percentile fluctuations.
Traffic burstiness can easily be quantified (using RSD) dmetefore, it can serve as
indicator on how susceptible a site and a network is to 98qreile fluctuations.
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Fig. 3. Rank correlation between the traffic burstiness, i.e., relative stauigaidtion (RSD) of
traffic rate distribution, and the maximum 95-percentile fluctuation of therifft sites.

In summary, our characterization and analysis of the degreselof 95-percentile
on the aggregation window size yields the following impottabservations:

— For sites and networks of high and medium traffic rates, thpedBentile follows
a noisy decreasing trend, as the aggregation window sizedses. This trend can
be modeled as polynomial decrease.



— Fluctuations on the computed 95-percentile due to the $iteecaggregation win-
dow are higher in low and medium-volume traffic mixes and ig#gle in high-
volume mixes. Traffic burstiness is indicative of how susitdp the 95-percentile
is to fluctuations.

4 95-percentile from flow data

4.1 Measurements

NetFlow data are typically used to bill individual sites irelirhosting environments,
where the traffic crossing router interfaces and incremgn8NMP counters might
be destined to many different customers. NetFlow aggred#e packets of a flow
and reports its duration, size, and timestamps among ottrésudes. Then, the 95-
percentile is computed from the flow records by uniformlytriliiting the size of a
flow over its lifespan and by counting the overall contribatiof the flows in each
aggregation window. The volume of a flow may exhibit variaipwhich are smoothed
by aggregating the size of a flow across its duration. ThigiZomtal” aggregation is
illustrated in Figure 4. It effectively shifts bytes betweeighboring windows, which
affects the estimated traffic volume for a window and maygdfwe, skew the computed
95-percentile.
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Fig. 4. Effect of flow aggregation on traffic volume observed during a time vafer

To investigate the effect of flow aggregation on the 95-paiteewe used the tcp-
dump traces. We first computed the 95-percentiles of timeseaonstructed from
packet-level data. These time series attribute each packée correct window and
do not suffer from the problem discussed above. Then, wepgipackets in the tcp-
dump traces into flows, using the standard five-tuple flow d&fin and computed the
amount that each flow contributed to each window. In this gageresulting time series
were skewed due to flow aggregation.

In Figure 5, we plot the 95-percentile versus the window $iwethe packet and
flow-based data using the tcpdump traces of the individubbite and of the enterprise
campus network. The plots correspond to three distinct\lets In Figure 5(a), we
observe that the curves corresponding to using flow and péekel data to compute
the 95-percentile are almost indistinguishable, indiatiegligible artifacts introduced
from flow aggregation. The maximum increase of the 95-pdileeim the range of
window sizes between 30 and 400 seconds in only 0.42%. Inr€sgbi(b) and 5(c),
we show the corresponding plots for the first and second mafnthe campus trace,



respectively. Figure 5(b) exhibits small differences kedw the the packet and flow-
based curves. For a window size of 300 seconds, the 95-pieciElcreases by 1%,
whereas the maximum increase in the range above 30 secoBd9O%. Figure 5(c)
demonstrates a significant decrease on the flow-based 8&rntiée. This decrease is
consistent through out the range of window values and hasxéman value of 9.3%
at a window size of 200 seconds. At the commonly-used 300rsbwindow size the
decrease is 5.8%.
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Fig. 5. 95-percentile versus window size computed from packet-level andi@osl data.

In Table 1 we illustrate the total traffic volume that was &hdfdue to the effect of
Figure 4 between windows. We observe as expected that theveadf shifted bytes de-
creases as the window size becomes larger, since fewer ftoaswindow boundaries.
In agreement with Figures 5, the amount of shifted bytes iallemfor the website,
larger for the 1st month of the campus trace and even largéhéd2nd month. In addi-
tion, in Table 1 we mark the fraction of the total traffic thasshifted to a neighboring
window. The traffic fraction is as large as 35.3% indicatihgttthe effect of Figure 4
can be prevalent leading to significant distortion of a flaagdd traffic signal.

Table 1. Shifted traffic between neighboring windows in our experiments

Website [ Campus1 [ Campus 2

Window size (seq) Shifted Mbytes / Shifted traffic fraction
30 1,270/ 2.49%201,431/ 30.2%248,892 / 35.3%

100 134/0.8%| 48,705/ 24.4% 63,748 / 30.19

200 38/0.5% | 20,112 /20.1% 27,583 / 26.19

300 19/0.3% | 11,820 /17.7% 16,714/ 23.79

4.2 Analysis

We further investigated the traces to understand the redsading to the three distinct
behaviors illustrated in the above figures. Figures 5(b)&o}correspond to two con-
secutive months in the same network and the significantrdiffee in the second month
worthed further examination. Our investigation revealadrd) a period of a week in



the second month hourly large traffic spikes that persisted during low-volume pe-
riods, like nights and weekends. Figure 6 compares thedadfiterns in the week with
the spikes with another week in the first month of the trace. @driodic (hourly) spikes
shown in Figure 6(b) are ranked in the top 5% of the monthlygam Without flow
aggregation they increase the 95-percentile, howeven, flaitv aggregation the spikes
are smoothed and therefore do not significantly affect thpé&entile.

On the other hand, the high agreement between the packetaantbdised curves
in Figure 5(a) results from the distinct properties of tteeé. In particular, the website
trace includes mainly short-lived http flows, which are Isgsceptible to the effect of
Figure 4 than the more diverse set of traffic flows encounterdéide campus network.
For this reason, we only observe very few bytes shifted betvwendows in Table 1.

In summary, our analysis illustrates that ‘horizontal” eegation due to flow ac-
counting skews the computed 95-percentile. The (lack afjetese/increase on the 95-
percentile depends significantly on the individual chagastics of the examined traffic
traces and ranges from a 2.89% increase to a 9.3% decrease.
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Fig. 6. Weekly traffic rate variations in the first and second month of the enterpampus net-
work.

5 Discussion and conclusions

In this work, we used a large set of data to study the widegd@b-percentile billing
method. We make a number of observations: 1) for medium agig-Volume traffic
rates the 95-percentile typically decreases as the aggregeindow size increases; 2)
more complex relations between the window size and the @&epéle are possible;
3) the observed 95-percentile fluctuations were significaht for medium and small-
volume traffic rates and rather negligible for high-volunites 4) flow aggregation
can skew the computed 95-percentile value causing in oaraldecrease up to 9.3%.



Besides, we used certain properties of Internet traffic stifyuour observations and
provide a mathematical basis.

A natural question to ask is how to compute the 95-perceatitezctly? One could
make the assumption that the traffic rate is a continuousbkad could try to find the
95-percentile of the continuous signal. In this case, thep&gentile would be well-
defined. In our early work, we experimented with trying to fard“ideal” 95-percentile
of an assumed underlying continuous signal. However, itadrout that the Fourier
spectrum of network traffic has many high frequency comptmavhich by the well-
known standard Shannon sampling theorem would require Isampetwork traffic
with a very high frequency or equivalently aggregating retraffic using a very
small window. Such a “correct” 95-percentile, thereforewd be impossible to com-
pute in practice due to the high measurement and instrut@mt@verhead it would
require.

One take-away of our work is that providers shoaltluse a fixed, ideally stan-
dardized, window size to charge their customers, in ordentible a fare comparison
between different billing rates. This might be already hlappg to a certain extent, as
the 5-minute window size is popular. However, not everybodgs the same window
size and more importantly the over-charging consequerfoesrying the window size
were not known, to the best of our knowledge, before our work.

A second take-away of our work is that “horizontal” aggrégatntroduced by flow
accounting can skew the number of bytes during a windowvatewhich, in turn, can
bias the computation of the 95-percentile. This obsermdtisignificant, as flow tech-
nologies are widespread for billing. A possible simple sohuto this problem is to have
synchronized routers/switches that at fixed timestamps, &.16:00, 16:05, ..., expire
flows. This aligns flow durations within the aggregation wandintervals and, there-
fore, the described byte-shifting effect is avoided. Thipraach, if not implemented
intelligently, however, could lead to flow export synchzation problems.

Summing up, in the future we would like to understand better properties of
network traffic that affect the computed 95-percentile fridow data. An important
challenge is collecting long, i.e., ideally at least one thdang, tcpdump traces from
different networks. In addition, a model of the byte-shiftiprocess described in Sec-
tion 4 could have several applications, like in predictifgp®rcentile changes or in
reconstructing accurate traffic time series from flow data.
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